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User administration of e-Pradan

+» DTA /IFMS Cell creates User for Treasury Officer.

X/

* Treasury Officer creates user for DDO/Approver.

X/

+» DDO/Approver creates user for Operator.

Digital Signature Certificate Administration
** The Approver role with Digital Signatures are created through User Administrator module.
** The roles are approved by the administrator of User Administrator module.

** The Approvers with Digital Signature Certificate roles receive USB dongle to sign into e-Pradan.
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Prerequisites of using Digital Signature Certificates

You need the followings to use Digital Signature Certificate
enabled e-Pradan

» USB Dongle to access e-Pradan (given only to Approvers).

» Install JRE 1.6 or above from www.java.com if not already
installed.

» Enable the plugin in the browser.

» Download required Dongle driver from www.e-
mudhra.com.
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Install JRE 1.6

To install JRE 1.6
1. Open www.java.com in a browser (Internet Explorer/Mozilla Firefox/Chrome, etc.)
2. Click on the Free Java Download link given on the page. Another page appears.

JAVA+YOU,
DOWNLOAD ﬁ
TODAY! g

Free Java Download

» Whatis Java? » Dolhave Java? » Need Fres Java Download

About Java

Rl @) Alice !

o/
Greenfoot Blu&l

. | =
Java Doveloper Java + Alice Java + Greenfoot Java + BlueJ Oracle Academy Java Magazine
Conference
Select Language | About Java | Suppor | Developers ORACLE
Privacy | Terms of Use | Trademarks | Disclaimer
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Install JRE 1.6

3. Click on the Agree and Start Free Download button.

Download  Help

Help Resources Download Java for Windows
» What is Java? Recommended Version 8 Update 25 (filesize: 623 KB)

» Remove Older Versions
» Disable Java

» Error Messages

» Troubleshoot Java Agree and Start Free <
» Other Help Download 4
Offline Installation L

By downloading Java you acknowledge that you have read and

Trouble downloading? 3
accepted the terms of the end user license agreement

Trythe offline installer

When your Java installation completes, you may need to restart your browser (close all browser
windows and re-open) to enable the Java installation.

» Installation Instructions
» System Requirements

Mot the right operating system? See all Java downloads.
Java software for your computer, or the Java Runtime Environment, is also referred to as the Java

Runtime, Runtime Environment, Runtime, JRE, Java Vidual Machine, Vitual Machine, Java VM, JVM, VM,
Java plug-in, Java plugin, Java add-on or Java download

Select Lanquage | About Java | Support | Developers ORACLE
Privacy | Terms of Use | Trademarks | Disclaimer
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Install JRE 1.6

A downloader dialog box appears. [P L UREEURS S
4. Click on the Save File button. You have chosen to open:

jxpiinstall.exe
which is: Binary File (624 KB)
from: http://sdic-esd.sun.com
Would you like to save this File?

Save File Cancel

Open File - Security Warning

Do you want to run this file?

Name: jxpiinstall.exe
i Publisher: Oracle America, Inc.

Type: Application
From: C:\Documents and Settings\3131583\My Documen...

Open the file from the location you have
saved it.

Click on the Run button to install the
application.

Run ] Cancel

Always ask before opening this file

While files from the Internet can be useful, this file type can
potentially harm your computer. Only run software from publishers
you trust. What's the risk?
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Install JRE 1.6

7. Click on the Install button in Java Setup.

Java Setup - Welcome

«
= Java

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes
wvour internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect

Click Install to accept the license agreement and install Java now

[[] Change destination folder [ Cancel i [ Install > ]
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Install JRE 1.6

You can view a success message in Java Setup after successful installation.
8. Click Close to exit the set up.

Java Setup - Complete @

(Y
_— ]ava" ORACLE

+” You have successfully installed Java

Youwill be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.

More about update settings

YWhen you click close. yvour browser will be opened so you can verify that
Jawva is working.

| Close |
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Enable Plugin

To enable plugin
1. Click on Tools—> Add-ons from the title bar your browser. Add-Ons Manager page appears.

Fle Edit View History Bookmarks Tools Help

Downloads Ctrl+)
@ Mozilla Firefox Start Page X Add-ons  Ctrl+Shift+A

— - Apps -
& | © Firefox | Search or enter address | set Up Sync...

o

Web Developer »
Page Info

Options
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Enable Plugin

2. Select Always Activate from the dropdown menu of all Java Plugins/Applications.

File Edit YView

) Mogzilla Firefox Start Page

= &) Firefox | sbout:addons ¢ | | Q search B 3+ /& =
i:l- - Search all add-ons ;_-

Check to see if vour plugins are up to date

A Get Add-ons Java(TM) Platform SE 8 U25 11.25.2.18
— . Next Generation Java Plug-in 11,25.2 for Moazilla browsers  [More Always Activate V|
Oﬁ Extensions OpenH264 Video Codec provided by Cisco Systems, Inc. 1.1
Play back web video and use video chats. More Always Activate ¥ |
;{3 Appearance '
Shockwave Flash 16.0.0.257
Shockwave Flash 16.0r0  More Always Activate v |

. Plugins

& covic Adobe Acrobat 10.1.11.8
(32 Services

Adabe PDF Plug-In For Firefox and Netscape 10.1.11 More | Askto Activate v

Google Update 1.3.25.11
Google Update [Mare | Ask to Activate ¥l

A Java Deployment Toolkit 8.0.250.18 is known to be vulnerable. Use with caution. More Information

Java Deployment Toolkit 8.0.250.18 11.25.2.18
NPRuntime Script Plug-in Library for Java(TM) Deploy More | Askto Activate |

Microsoft Office 2010 14.0.4761.1000
The plug-in allows you to open and edit files using Microsoft Office applications More Ask to Activate v:

Microsoft Office 2010 14.0.4730.1010

~ ey Aoaliba Aabliiabe
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Install Dongle Driver

To install Dongle driver
1. Open www.e-mudhra.com.

2. Click on Complete Repository.

' (@ Application For Digital Signatu... X B

C | | Q search ﬁ' E

eMudhra Limited is a Certifying Authority licensed by Controller of Certifying Authorities, under Government of India.
eMudhra operates under the guidelines set by Information Technology Act. With more than one million certificates issued, E info@e-r
eMudhra caters to all kinds of subscribers who use Digital Certificates for Income Tax, MCA (ROC). Tenders, Foreign Trade, -
Banking, Railways and many other needs.
n Live Chat - Offline

S

SOCIAL NETWORKS

Track Application Download Certificate Renew Certificate Revoke Certificate
Check your application status Download certificate with challenge Online renewal of cemntificate Revoke your certificate in
by providing application details. code sent over email/SMS within the KYC period. case it is lost/compromised.

Application > EMCLICK | BROWSER Re now >> Revoke now >> =
Follow @eMudhraLimited
Using Digital Certificates Types of Certificates Class of Certificates
MCA (ROC) Signature Certificates Class 1 Certificates
Income Tax Encryption Certificates Class 2 Certificates
E-Tender Document Signer Certificates Class 3 Certificates Q Application Forms
Foreign Trade S5L Certificates .
Services
Employee Provident Fund Code Signing Certificates ﬂ Search Certificate
Device Certificates Time Stamping Services

Practice Statement (CPS

Relying Parties

Complete Rapository
eMudhra certificates can be used and relied in any online or offline applications. The organization (or Individual) using such LE Complete Repository
application is termed as Relying Party. The application can be an online application hosted on a web server, or offline
desktop application. or third party applications like Adobe PDF reader, etc. All such applications are expected to make

necessary CRL / OCSP check. in addition to validating the trust chain, the expiry and the subject details of the certificate.
—

CMC Limited

Your IT Partner

A TATA Enterfdse



Install Dongle Driver

3. Click on the appropriate Token Driver to download the driver. Choose the driver after checking your system type is 32
bit or 64 bit.

Eile Edit

(&) e-Mudhra | Repository

(- 0 waw.e-mudhra.com/Repositoryfindex. html | | Q, search ﬁ E -‘

Repository

General Downloads Root CA/ CA / h|add|n {Windo-hs}
eMudhra Application Forms CCA India 2014 A
eMclick Certificate Downloader [Z e-Mudhra CA 2014 eToken PKI (32-’&12] A
eMudhra Teamviewer [EXE e-Mudhra sub CA for Cl QTOkE'] PKl {Edb]:)
e-Mudhra sub CA fgs
P-.-"lall"ICfJI'ﬂ.‘;'I"IlB of Repository e-Mudhra subid i B4 i1 ‘L 1
Certificate Practice Statement v2.2 o B risation 2014 ¥ i Fi
Verification Guidelines v2.0 S ol 2014 i i I
Fee / Cost of Certificate v2.0 [PL r
or Class 3 Organisation 2014 + + 4
Subscriber Agreement v2.1 =
£ub CA for Class 3RA 2014 4 4
Relying Party Terms & Conditions v2.1 [PL Wehes Sih CA for Chiss 2 Davies 2014 J, i
Token Drivers -Mudhra sub CA for Class 3 Device 2014 4 4
eMudhra Watchdata (Windows) e-Mudhra sub CA for Class 2 SSL 2014 J 4
eMudhra Watchdata (Linux) e-Mudhra sub CA for Class 3 SSL 2014 N 4
Trust Key (Windows) e-Mudhra Sub CA for DGFT 2014 4 A
Tryst Ko (1 i) e-Mudhra Sub CA for APTS 2014 3 L
Aladdin (Windows) e-Mudhra Sub CA Class 2 for Document signer 2014 + 4
eToken PKI (32-bit) e-Mudhra Sub CA Class 3 for Document signer 2014 L 4
eToken PKI (64-bit) CCA India 2011 4 + NA
e-Mudhra CA 2011 4 4 NA
e-Mudhra sub CA for Class 1 Individual 2011 4 4
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Install Dongle Driver

Check your system configuration before you download and install the driver. To check if your system is 32 bit or 64 bit
» Right-click on My Computer.

» Click on Properties. c .
Sruti Banerjee

e Internet J My Documents

Google Chrome

0,1 E-mail '| bMy Recent Documents »

i Microsoft Outlook f} My Pictires

| m Microsoft Word 2010 ) My Music

: :..r My Computer
‘ Mozilla Firefox ]

Open
B@ Cont Explore
Mot
g otepad Set | Search...
Defz Manage
'El Microsoft PowerPoint 2010 }:é Print  Map Network Drive. ..
| Disconnect Network Drive...
Adobe Reader X @ Helol  <how on Desktop
Rename
@ Balsamiq Mockups /') 83

All Programs D

@] Log OFff @| Shut Down
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Install Dongle Driver

» Check the System type.

f e e
| = o8
OO F:Q » Control Panel » System and Security » System vl‘,” Search Control Panel p
Control Panel Home = e o o ‘i
View basic information about your computer ,
% Device Manager Windows edition
% Remote settings Windows 7 Professional
% System protection Copynght © 2009 Microsoft Corporation. All rights reserved.
% Advanced system settings Service Pack 1
Get more features with a new edition of Windows 7
:
!
System
Rating: m Vindows Expenence Index
Processor: Intel(R) Core(TM)2 Duo CPU  E7500 @ 293GHz 2.4 GHz
System type 32-bt Operating System
Pen and Touch: No Pen or Touch Input 1 avadable for this Dusplay
Computer name, domain, and workgroup settings
e Computer name: ERD10SKAO613917 &) Change settings
Action Center
Full computer name: ERD1DSK40613917.cmaindia.com
. > Computer description:
Performance Information and .
Tools Domain: emeindia.com
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Install Dongle Driver

When you click on the Token driver to download
a popup window appears to let you save the Installer. eMudhra Watchdata (Windows)

eMudhra Watchdata (Linux)

Trust Key (Windows)

Trust Key (Linux)

Aladdin (Windows)

eToken PKI (32-bit)

Opening eToken_PKIClient.zip o

!

You have chosen to open:

& eToken_PKIClient.zip

which is: WinRAR ZIP archive (9.7 MB)
from: http:/fwww.e-mudhra.com

What should Firefox do with this file?

- http:/fwww.e-mudhra.c

O Openwith | WinRAR.ZIP (default) v

........................................................................................................................................................

[ ] Do this automatically for files like this from now on.

OK [ Cancel
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Install Dongle Driver

5. Open the file from the location you have saved it. An installer appears.
6. Click Next to begin the Installation and continue to click Next until you reach the end of installation.

€Token oo xer roseconn

Welcome to the eToken PKI
Client 5.1 Installation Wizard

The Setup Wizard will install eToken PKI Client
5.1 on your computer.
eToken

PKl...

Next > Cancel
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Install Dongle Driver

7. Click Finish to complete installation.

i eToken PKI Client 5.1 Setup

ST R wa s veavienin

eToken PKI Client 5.1 has been
successfully installed.

Click Finish to exit Setup.

eToken

PKl..

l Finish II
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E-PRADAN Login

1. Open Internet explorer or any other web browser.
2. Type URL http://www.wbfin.nic.in & click on IFMS WB link as highlighted below:

BUDGET
2014 -15

Integrated Financiai Management System

CMC Limited
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WBA&AS
OFFICERS PROFILE

D Expenditure
D Receipt Data
o Reconciliation

« Employee Corner

@ COSA J

i E ===

Government Receipt
P L

T I T AT

Category :WB. Health Scheme 2008 Posted On: 1711/2014

For Details 0
GO No. s5560-F(MED) dated o7.11.2014 - CORRIGENDUM
against GO Notification No. ga79-F(MED)

CORRIGENDUM from Medical Cell, Finance Department ...

Category "WB. Health Scheme 2008 Posted On : 14M1/2014

For Details 0
GO No. g5é6go-F(MED) dated 13.11.2014 - Hands of software
Training for West Bengal Health for all Employees and Pensioners
Cashless Medical Treatm

Admission procedure and billing of indoor cashless treatment on
the captioned as per scheduled program enclosed herewith. ...

Category ‘WB. Health Scheme 2008 Posted On : 14M11/2014

For Details 0
GO No. go6g-F(MED) dated 26.09.2014 - Notification against
West Bengal Health for All Employees and Pensioners Cashless
Medical Treatment Scheme

Notification against West Bengal Health for &ll Employees and
Pensioners Cashless Medical Treatment Scheme, 2014 .....

Category ‘WB. Health Scheme 2008 Posted On : 14/11/2014

For Details €
GO NO. 4979-MED dated 27.10.2014 - Extension of empaneled
Health Care Organizations under WBHS

Extend of empaneled of the following HCOs under WBHS. ...

Category WB. Health Scheme 2008 Posted On : 12112014

For Details 0
NOTICE INVITING TENDERS for Consumables items at the
Finance Department.

In cancellation of NIT No 103/FY/N/1E-248/2014 dated
:u_;f 10/2014 online tenders are invited for item wise rates in two

@ Dpemo E-AUCTION

4
oy B RS
Biometric
Attendance Sy.-'.zl:erl'lJ
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E-PRADAN Login

The Home Page of iFMS Portal opens as follows:

Home | Download | Contact us

9378448802
l/ntegrated Financiat M anagement Sysf:em 9378448803 FINANCE STATE PORTAL
Finance Department, Government of West Bengal Help Desk ©13_7_3““_32‘_‘

033 27064068

033 27064069,

Nabanna

What's New?

nEan:s: module has been launched B

on 01.04.2014 GOVT. OF WEST BENGAL
FINANCE DEPARTM]

About Us
¢ q e-Services
eServices ]
e-Bantan
FAGQ [>] =
o User Administration
Organization Chart @ ® MISandR
a eport
Corttact Us e M cTs
Training Setup ©
Help Desk L ]
. ‘ y Powered by
Wour (T Parinar

O Click on e-Pradan link given under e-Services Menu on that page.
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The Login Screen for E-PRADAN Module opens as follows:

r-_
O-El User

Login ID

Password

O Enter your user id and password in the Login ID and Password fields respectively.

O Click Login.
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Application Menu List

The Application list page appears.

. Integrated Financial Management System, West Bengal

APPLICATION LIST

E-BANTAN

USER ADMINISTRATION

e-Pradan

CTs

B
e
®
D

» Click on e-Pradan from the menu list.

CMC Limited
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Introducing New Modules in iFMS:

online to Ireasury. e-Fradan module is live on

iFMS from 9th January, 2015.

TeR e

APPLICATION LIST

E-BANTAN

USER ADMINISTRATION

r.r-'raaan

CTsS

Note: Make sure to logout from this

particular page for security purpose

as it logs you out from all the running
applications.

m
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Application Menu List

One dialog box appears.
» Click on the Ok button in the dialog box if you have received the USB dongle physically. Otherwise, click
Cancel.

Are you sure you want to use Digital Signature?

| ok | Cancel
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Digital Signature

If you have clicked Ok in the last dialog box, another dialog box appears.
» Click on the Allow button in the dialog box.

Allow access to the following application from this web site?

Web Site:  http://192.168.34.206:7001

Application: eMSigner
Publisher: eMudhra Consumer Services Ltd.

This web site is requesting access and control of the Java application shown above.
Allow access only if you trust the web site and know that the application is
intended to run on this site.

] Do not show this again for this app and web site. Do Not Allow

) More information

CMC Limited

="1= A TATA Enter@dse

Your IT Partner



Digital Signature

One applet named eMSigner appears on screen.
> Select one certificate from the lists and click on View Certificate button.

fou = -
(& eMSigner

(i) Fiis | wo

irtggrated Forarv gl Myragerent fyste—

Content to Sign:

CHMCADMIN

Certificate store

Common Name Issuer Name Serial No Expiry Date
SOUTAM CHATTERJIEE e-Mudhra Sub CA for Cla... |1764b8 16-01-2017 -
S5OUTAM CHATTERJIEE e-Mudhra Sub CA for Cla... |1769b2 16-01-2017 F

Povwered by

View Certificate (e emudhra [ sign 1 f Cancel ]

Truat Delivered
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Digital Signature

It opens another window that displays the details of the certificate. If the Certificate Information is digital Signature, you
can use that certificate for signing in.
» Click OK.

(O CTICAte i ——— S |

[ General | petails | Certification Path |

Certificate Information

This certificate is intended for the following purpose(s):

)| Contentto

digitalSignature
CMCADMIN rorrRepodiatromr—
O
Certificate]
Issued to: GOUTAM CHATTERJEE
Common N3»
GOUTAM C l
GOUTAM Ci Issued by: e-Mudhra Sub CA for Class 2 Organisation 2014
m " Valid from Fri, Jan 16, 2015 to Mon, Jan 16, 2017
[ viewest|
~ H [ Copy to File
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Digital Signature

> Click on a certificate to select it.

» Click on the Sign button.

@ eMSigner

Content to Sign:

CHMCADMIN

03 ) Fiis | we

irtegrated Sorarc 8l Marage et fyite—

Certificate store ]

Common Name Issuer Name Serial No Expiry Date
GOUTAM CHATTERJEE e-Mudhra Sub CA for Cla... |17649b8 16-01-2017 -~
GOUTAM CHATTERJIEE e-Mudhra Sub CA for Cla... |17649b2 16-01-2017 ’_

1

[ View Certificate ]
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Povssred by

@ emudhra

Truat Delivered

[ Sign ] [ Cancel ]
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Digital Signature

A dialog box appears.
» Enter Token Password in the dialog box.
» Click OK.

>

Integrated Financial Management System, West Bengal

' FMS|ws

Weicome :: CMCADMIN

APPLICATION LIST
Content to Sign:
@ DashBoard CMCADMIN

eMSigner “
@ USER ADMINISTRATION

(s o

Irtegrated Fraroal Masagemest fyste=

Note: Make sure to logout from this

particular page for security purpose
as itlogs you out from all the running
applications.

. Enter token password : |
@ AG Inferface Certificate store

g-Pradan

; L) 17

e-Mudhra Sub CA for Cla,.. 176402 16-01-2017

[T S

BUDGET DISTRIBUTION

@emuiry [ ()

T'e®’

Trusl Delivered
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E-Pradan Home Page

E-Pradan home page appears.

o Integrated Financial Management System, West Bengal

WELCOME . SADHAN KUMAR CHAKRABORTY  Treaswy. CAF DDO CODE: CAFHFHO04 DDO. JOINT DIRECTOR HLS (A/CS) Funumead Tear 2014-2015 Dovaload | Logout
I Collapse all | Expand all |
D E-PRADAN
®-Master
Beneficiary Bill Entry
@®-Report
Failed Transactions
..Beneficiary Transfer
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THANK YOU
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